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1. Introduction
In today's digital world, security is crucial for businesses and their data. The steady rise
in cyber-attacks and identity theft poses a serious threat to organizations of all sizes. In
this situation, it is essential to ensure effective security measures to protect sensitive
information such as business data, customer financial data, intellectual property and
other important data.

One of the key methods to enhance security is the use of multi-factor authentication
(MFA). MFA is a security mechanism that requires more than one factor of identity
verification when accessing accounts and systems. While traditional authentication
methods, such as using only passwords, are becoming less reliable, MFA provides
businesses with additional protection against attacks and unauthorized access.

2. Terminology

To make it easier to understand the content of the document, let's define the terms that
will be used in the following chapters.

The concept of | Explanation
Authentication | In computing, authentication or authentication is the process by
which a server makes sure that a user is really who they say they
are. The most common authentication method is to enter a
username and password during the sign-in process to a particular IT
system.
Authentication | The device we will use to authenticate your login. This is most often
device a mobile smartphone, but can also be USB sticks (e.g. Gemalto).
Authentication | An app installed on your smartphone to confirm a new login.
app
Authentication | The authentication method is the authentication security mechanism
method that will be used to authenticate new logins to your profile.
(enrolment Typically, these methods are:
method) - o »
e (Confirming the registration by obtaining a random number
by SMS to a mobile phone
e confirmation of registration by calling and confirming the
registration on the mobile phone
e confirmation of registration by calling and confirming
registration on a company phone




login validation by approval sent to a pre-established authentication
app on a mobile smartphone

Multi-factor Multi-factor authentication is an additional security mechanism to
authentication | give your profiles a higher level of security. MFA is an acronym in the
(abbreviation | Mircosoft world, but is also known more widely as 2FA (two-factor
MFA) authentication).

PIN number A four- or multi-digit number that can serve as a security mechanism
as an alternative to a password.

3. Setting up multi-stage validation

The following section shows how to set up MFA for a service user account. In the
presented example, we used a mobile smartphone with Android operating system and a
PC to add security mechanisms. If you do not have a mobile smartphone, you can use a
regular mobile phone (sms, call) or a landline phone or a security key.

Once you have set up MFA with at least one of the security mechanisms, please inform the
computer centre that manages the user accounts to activate MFA authentication on your
user profile.

3.1.Adding security mechanisms to a user profile

Open the Office.com website in the web browser of your choice and log in with your
profile (user account):
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Figure 1: logging in to office.com

The website redirects you to the login screen, enter your username and select Next:
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Figure 2: Login window



The website redirects you back to the login window set up for the University of Ljubljana,
where you enter your username and password, and select Next:

ﬁ Univerza v Ljiubljani

Figure 3: Entering data in the O] login window

After a successful login, you are now on the website, where you select Options and then
Update Contact Settings.
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Figure 4: Updating your profile



We are then redirected to the My Accounts page (in case it doesn't redirect us:

We are adapting the link (https://myaccount.microsoft.com/settingsandprivacy/privac
) and select Security details:
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Figure 5: Security information section

Select Add entry mode:
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Figure 6: Adding an authentication method


https://myaccount.microsoft.com/settingsandprivacy/privacy

You can choose between several ways to enrol:

Autentikator app Works on Android, i0S Recommended mode
smartphone
Phone Code by SMS or call Recommended as alternative

mode or instead of smart phone.

Replacement phone Code by SMS or call Alternate in case of inability to use
a personal phone

Office phone Call Alternate in case of inability to use
a personal phone

Security key USB key, biometric The security key must be inserted
authentication in the device at the time of
enrolment.

TIP: we recommend setting at least two modes. In case one of the modes fails, you have
other modes available. For example, the Autotimer app + phone (sms) to a mobile number
+ back-up phone (call to a business number).

If you don't use the Authenticator app, set up e.g. sms/call to mobile + call to work phone.

3.2.Setting up the "Authenticator” method on your smartphone

After selecting Add sign-in method on the computer, we are presented with all the possible
authentication methods that we can select. If we want to edit the authentication using the
Authenticator application, we select the Authenticator application option:
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Figure 7:Selection of Aplication Authenticator

And continue with Add:
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Figure 8: Add authentication method.

At this point, the following window appears:



Microsoft Authenticator
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3

Zelim uporabiti drugo aplikacijo za preverjanje pristnosti

Figure 9: Window

Leave the window open on your computer and take your smart mobile phone, open the
Play Store (Play Store) and search for and install the Microsoft Authenticator app.
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Figure 10: Microsoft Authenticator app

Once the app has been successfully installed, we open the app and accept the privacy
terms:
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Figure 11: We accept the privacy terms.

Leave unticked and select Next:

Select Read the QR code online:

Pomagajte nam izboljsati aplikacijo
Authenticator

strani ‘Nastavitve
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Figure 12: leave unticked and continue.
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Figure 13: QR code scanning step
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Figure 14: Enable permissions on the mobile phone

Go back to your computer to the still open window, select Next and the QR code
appears on the monitor. This QR code is scanned with a smartphone:
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Microsoft Authenticator

0 Zacnite tako, da pridobite aplikacijo

Vg icator Prenesi 2da)

tou , izherite +Hapreje.

Zelim uporabiti drugo aplikacijo za preverjanie pristnost

Preklici

Figure 15: Select Next

The QR code appears on the monitor. This QR code can be
optically read with a smartphone. When you scan it on

your computer, select Next, and on your smartphone,
OK.

Microsoft Authenticator X

Nastavljanje vasega racuna

Dovolite obwvestila, ce ste k temu pozvani. Nato dodajte racun in izberite »Sluzbeni ali 3olski«

panje aplikacij je goceno

Zaklepanje aplikaci je zaradi boljse

Nazai zaséite aplikacije Auth 0
| Nozaj | o B /
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A number appears on the computer, which is entered into the application on the smart

mobile phone:

Microsoft Authenticator

o Preskusimo, ali deluje
Odobrite obvestilo, ki ga posiljamo v vaso aplikacijo, tako, da vnesete 3tevilko, prikazano

spodaj.

31

Nazaj

Figure 17: Time-limited enrolment number on a mobile smartphone
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Figure 18: Entering a number from your computer and confirming your registration by selecting
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If we have set up a smartphone lock, we need to authorise enrolment using one of the pre-
configured security methods:

=4l 59%E

Zelite odobriti vpis?

Potrditi morate vpis z biometriénimi podatki ali geslom.

Opticno preberite svoj prstni odtis.

UPORABI VZOREC

Figure 19: Approval of enrolment

If we have done everything correctly, we are notified of the success on the computer:

Microsoft Authenticator

{©) Obvestiko je odobrena

Figure 20: Authentication method successfully added
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This is how we added the authentication method using the Authenticator application. If
you want to add SMS or some other method, you can continue reading the instructions.

3.3.Setting up the "mobile phone" method

You are on (https://myaccount.microsoft.com/settingsandprivacy/privacy) and select
Add entry mode:

@ B MySign-ins | Security Info | M- X+

&« (&) QO B nhttpsy//mysignins.microsoft.com/security-info

i Moji vpisi v

A Pregled Varnostni podatki

To so nacini, ki jih uporabljate za vpis v svoj raun ali ponastavitev gesla.
,o’ Varnostni podatki

Nastavite privzeti nacin vpisa
E=1 Organizacije /

~+ Dodajte natin za vpis:

El Naprave

Microsaft Authenticator -
Push multi-factor authentication (MFA) -
B Zasebnost
Ste izgubili napravo? |zpis iz vseh mest
Figure 21: add an entry mode
Select Phone:

Dodaj nacin

Kateri nacin Zelite dodati?

Izberite nacin

Aplikacija Authenticator
Telefon
Nadomestni telefon

Sluzbeni telefon

Slika 22: izbira Telefon

15


https://myaccount.microsoft.com/settingsandprivacy/privacy

Telefon X

Sprejmite klic v telefonu ali posljite besedilno sporoilo s kodo v
telefon, da dokazete, kdo ste.

Katero telefonsko Stevilko Zelite uporabiti?

| Slovenija (+386) v

@) Poslji mi kodo v besedilnem sporocilu

() Poklici
Morda boste morali plaéati stroéke sporoéil in prenosa podatkov.Ce
izberete »Naprej«, se strinjate s Pogoji storitve in izjavo o zasebnosti

in piskotkih.
=l -

Figure 23: Enter your number and select Next

Take your mobile phone, wait for the SMS message to arrive and type the 6-digit, time-
limited number into the window on your computer:

)

10:18 Gd ~ell 59% m

< Microsoft o

cetrtek, 08. junij 2023

S potrd. kodo 171646 preverite prist. aplik.
Microsoft. \ 1017

Figure 24: 6-digit, time-limited number received

Telefon X

Pravkar smo poslali 6-mestno kodo na stevilko +386 31249455,
Vnesite kodo v spodnje polje.

171646 T

Znova poslji kc:N

‘ Nazaj ‘

Figure 25: Entering a number in the displayed window on the computer
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If the correct 6-digit code is entered, we get a confirmation that the added
authentication method was successful:

Telefon

° Sporodilo SMS je preverjeno. Vas telefon je bil uspeino

registriran.

Figure 26: Authentication method successfully added

You can also set up Substitute phone, Business phone in the same way. On the latter, only a
call is available. Enter your service number, leave the internal number field blank.

Telefon %
Sprejmite klic v telefonu, da dokaZete, kdo ste.

Katero telefonsko Stevilko Zelite uporabiti?

ISIDvem'ja (+386) e 14768150

Interna Stevilka:

Vnesite interno Stevilke

(@) Poklici
Morda boste morali plaati stroZke sporoéil in prenosa podatkov.Ce
izberete »Napreje, se strinjate s Pogoji storitve in izjavo o zasebnosti

in piskotkih.

Figure 27: Entering a number for the Office phone

3.4.Setting the "security key" method
For this method, you will need a security key that complies with the FIDO2 standard.

Contact your ICT Service for a key. Pre-set your authentication mode with your phone
or Authenticator app!

Pojdite na https://myaccount.microsoft.com/settingsandprivacy/privacy and select Add
entry mode:
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@ | B® MySign-ins | Security Info | Mic X |+
< C QO B httpsy/mysignins.microsoft.com/security-info

Maji vpisi +

8 Pregled Varnostni podatki

To so nacini, ki jih uporabljate za vpis v svoj ratun ali ponastavitev gesla.
5 Varnostni podatki

Nastavite privzeti nacin vpisa
B3 Organizacije /

~+ Dodaijte nacin za vpis
B Naprave
) Microsoft Authenticator
Push multi-factor authentication (MFA)
& Zasebnost

Ste izgubili napravo? |zpis iz vseh mest

Figure 28: add an entry mode

Select the Security key:

Dodaj nacin

Kateri nacin Zelite dodati?

|zberite nacin

Aplikacija Authenticator
Madomestni telefon
Varnostni kljué

Sluzbeni telefon

Figure 29: Security key selection

Confirm the selection Security key.

Izbrigi

Varnostni kljuc X

To set up a security key, you need to sign in with two-factor

authentication.
=a

Figure 30: Security key selection

Select "USB device" as the key type
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Varnostni kljuc X

|zberite vrsto varnostnega kljuca, ki ga imate.

‘ ] MNaprava USB ‘F

‘ R Naprava NFC ‘

Figure 31: Choosing a key type - USB

If a QR code appears in the next step, select "Use another device" and in the next step
select "Use Windows Hello or external security key" (Figure 32).

Create a passkey on a phone or tablet

Scan this QR code with a camera on the device where you want to
create a passkey for login.microsoft.com

!

)-.

,

=R

Create a passkey

Choose how you want to create a passkey for login.microsoft.com

[ Windows Hello or external security key F 3

[::j Use a phone or tablet »

Use a different device Cancel Cancel

Figure 32: Choosing the right device

Continue by clicking Next.

Varnostni kljuc X

Pripravite svaj kljuc.

Ce izberete »N aprej«, boste pozvani k prikljuditvi varnostnega kljuca
na prikljucek USB. Nato se dotaknite gumba ali senzorja na
varnostnem kljuéu, da dokonéate nastavitev naprave.

Pedrobna navedila najdete na spletnem mestu izdelovalca kljucev.

T |

Figure 33: Confirmation to continue installation
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Windows Security

Security key setup

Set up your security key to sign in to login.microsoft.com as
Dfet.uni-lj.si.

This request comes from Chrome, published by Google LLC.

0K

Cancel

Figure 34: Binding a login with a key to a user profile

Have your security key ready and insert it into the USB slot when you send the message.

Windows Security

Continue setup

8

Insert your security key into the USB
port.

| Cancel |

Figure 35: Inserting the dongle into the USB slot

The first time you use the key, you will be prompted to set your PIN code and biometric
fingerprint.

You will be prompted to enter your PIN and fingerprint on subsequent uses.
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Windows Security X

Continue setup

Please enter your security key PIN.

R

Security Key PIN ‘

OK Cancel

Figure 36: PIN setting (first activation only) or PIN entry
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Windows Security x

Continue setup

8

Touch your security key.

Cancel

Figure 37: Fingerprint confirmation

In the final step, you just need to name your key and the process is complete.

Varnostni kljuc X

Poimenujte varnostni kljué, da ga boste razlikovali od drugih kljuéev.

| Moy KLU |

v | I

Figure 38: Naming the key

21



3.5.Changing the default authentication method

The authentication methods we have set up for our profile can be seen on the
website(https://mysignins.microsoft.com/security-info Jwhere you can change the
default entry mode. The default mode will be used as the first offered, i.e. preferred,
validation method. In any case, we can always choose between the other methods
we have previously set up each time we log in.

The default authentication method is set as follows:

& C QO 8B https//mysignins.microsoft.com/security-info

i3 Moji vpisi v

2, Pregled Varnostni podatki

To so nacini, ki jih uporabljate za vpis v svoj racun ali ponastavitev gesla.
£ Varnostni podatki

Nastavite privzeti nai;jn vpisa
B3 Organizacije
—+ Dodajte nacin za vpis.
L Naprave
&,, Telefon +386 31249455 Spremeni Izbrigi

B Zasebnost
Microsoft Authenticator

Izbrigi
Push multi-factor authentication (MFA) AorE

Ste izgubili napravo? Izpis iz vseh mest

Figure 39: Default enrolment mode

Select a mode from the drop-down menu:

Spremeni privzeti nacin X

Kateri nacin Zelite uporabiti za vpis?

Izberite nacin s

Telefon — pokli¢i +386 31249455
Telefon — poslji besedilno sporocilo na stevilko +386 3124...
Preverjanje pristnosti na podlagi aplikacije — obvestilo

Preverjanje pristnosti na podlagi aplikacije ali Zeton strojne...

Figure 40: Mode selection
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And confirm the choice:

Spremeni privzeti nacin X

Kateri nacin Zelite uporabiti za vpis?

Preverjanje pristnosti na podlagi aplikacije — obvestilo v

Nazaj

Figure 41: Authentication method validation

At this point, please inform the Member's ICT Service that you have added
authentication methods and would like to use MFA. Once the ICT Service has advised
that MFA has been activated, it will now be requested in logins with your user account?.

3.6.Action in the event of loss or theft of a device
If the device you use for enrolment - MFA has been lost or stolen, please click on "Logout

from all sites" to log out of devices and contact the ICT Service.

Moji vpisi +

R Pregled Varnostni podatki

To so nadini, ki jih uporabljate za vpis v svoj racun ali ponastavitev gesla.
Qy Varnostni podatki

Privzeti nadin vpisa: Microsoft Authenticator — obvestilo Spremeni

O Naprave

+ Dodajte nadin za vpis.
@ Geslo

&3 Telefon +386 31709500
B4 Organizacije

&,) Sluzbeni telefon +386 14768150

By Nastavitve in zasebnost
@ Microsoft Authenticator

. - P iPhone 11
Potisno veckratno preverjanje pristnosti (MFA) fFhens

<) Nedavna dejavnost

Ste izgubili napravo? |zpis iz vseh mest

Slika 42: Izpis v primeru izgube naprave

1 Some applications and services at UL do not currently require MFA.
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4. Useful links

1. Video instructions on how to set up an MFA:
https://www.youtube.com/watch?v=VwEd-vhmVzI

2. Safety information: https://mysignins.microsoft.com/security-info

3. Microsoft 365 home page: https://office.com/
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